In the name of Allah, the Most Gracious, Most Merciful.

Account Recovery Help
----------------------
This guide is for those who are currently using or previously used Enpass Password Manager to back up their passwords and recovery keys and require help recovering lost passwords and recovery keys.

If you are locked out of your account, you can use Enpass recover your existing password and 2FA secret keys as well as information needed to reset reset these and/or recover an account you cannot access, Insha'Allah.

Recovery Instructions:
======================

Ask Allah (SWT) for help and guidance and begin with the first method:

Method 1:
Install Enpass and activate (if required; see info below) on Windows 10 or iOS (12 or later) and choose the "OneDrive" option to sync the latest data to your device. Sign into the Microsoft Accoount used to sync the data and wait for a prompt to enter the authentication password. Enter the password to finish syncing the data.

The authentication password is REQUIRED to sync your data to Enpass. If you are having trouble with the password, see "Appendix A" below for help.

Once your synced data finishes downloading successfully, you may see an activation screen. Decide if you want to activate Enpass now or skip this step and activate later. NOTE: Activation may be REQUIRED to access all of your data depending on what device you are using. For help with activation, see Appendix B below.


If that didn't work, try the next method:

Method 2:
If the data in Enpass is lost or corrupted, you can use one of the previously made backups to recover some or all of the lost data, Insha'Allah. Backups need to be inported to the latest version of Enpass on PC or mobile.

To find the backups, look in the following locations:
 > Local Mac or PC: Browse your hard drives for your backups using Finder or File Explorer.
 > Cloud Services: Look through all the cloud services you have accounts with, even those you use very rarely. It is possible you had uploaded something a while ago that you don't remember.
 > iOS Device or iPads: Use the Files app to browse through your local storage for backups. Empass on iOS and iPadOS does let you back up your data locally, which you may have previousely done. (Tip: you can use the Files app to also browse through iCloud and even other 3rd party cloud services, depending on the apps you have installed on your device.
 > Any USB thumb drives and/or external hard drives you may have.
 > Backup services (not the same as cloud storage mentioned above): If you use a cloud backup service (such as "CrashPlan for Small Business", "BackBlaze", etc), the provider keeps copies of files you have stored on the devices being backed up, even if they are deleted from your device. And depending on the service, deleted and copies of all previous versions of your files may be kept for the length of time ranging from a month to forever (as is the case with CrashPlan**, as of this writing). If you use one of these service, log in to thier website and go back to the state of your backups several weeks, months, or even years (if possible) back and see if you have backup files that you may have deleted and long forgotten.*

*See documentation for your backup service for thier file retention policy.
** CrashPlan keeps all of your files even if you delete them unless you specefically limit the file retention period. Certain actions you perform can also triger file deletion, such as unchecking files and folders you were previously backing up; so read through their documentation carefully to ensure you accidentally make changes that results in some of you data unintentionally being deleted!

To restor data from a previous backup, open Enpass and choose the option to restore from backup in the app's settings. When prompted, browse to the folder where the backup(s) is/are stored, and select the most recent one. When prompted, enter the authentication passowrd to complete the restore process.

The authentication password is REQUIRED to restore your backed up data to Enpass. If you are having trouble with the password, see "Appendix A" below for help.

Once your data is successfully imported, you may see an activation screen. Decide if you want to activate Enpass now or skip this step and activate later. NOTE: Activation may be REQUIRED to access all of your data depending on what device you are using. For help with activation, see Appendix B below.

    ***

If that doesn't work, try the next method:

Method 3:
If the Enpass app cannot be obtained or installed, try using the backup portable version of Enpass. The Portable edition is an older version and is not compatible with backups made for the new versions. It's data is, therefore, needs to be seperately maintained and is unlikely to be fully up-to-date. But it's better than nothing.

    ***

If that doesn't work, try the next method:

Method 4: Browsers and Apps
Open a web browser that you most regularly use on your PC and view your saved passwords (if any) from its settings page. You may have previously logged into your account and had opted to have the browser remember the password. Check with all other borwsers you might be using.

Note: to see passwords saved by Safari on your iOS device (or iPad), open the Settings app and scroll down to "Passwords". (You will need to authenticate with TouchID or Passcode to proceed).

Tip: if you use Mozilla Firefox, you can use the "Firefox Lockwise" app to view your passwords on Mobile

Check Other Apps
Try the iOS notes app, for example. Launch the app from iCloud.com or an Apple device (iPod, iPhone, iPad, or Mac). Some of the most critical information and recovery keys should be included as password-protected notes.

If you forgot the password to your locked note, see if you can use biometric authentication (TouchID and/or FaceID). This requires an Apple device and does not work on iCloud in the web browser.

    ***

If that didn't work, try the next method:

Method 5:
Look standalone recovery files in OneDrive or local backup. Example includes Google Backup Codes, Steam 2FA Recovery Key, Apple Account Recover Code (Required to change password). Not all of the data from Enpass is individually backed up as standalone files. But the most critical ones should be.


    ***

If that didn't work, try the next method:

Last resort:
If all else fails, see if you have any backup password managers you used in the pass. Look for a physical paper or note somewhere in your house and/or wallet. Pray to Allah (SWT) for help.


    ~~~~


Appendix A: Help with Passwords
================================

Problems with syncing data from the cloud
------------------------------------------
Not being prompted for a password:

If you are not getting prompted to enter a password trying to sync data from the cloud or are getting a sync error, verify that you selected the cloud service with which you were syncing Enpass data most recently (try OneDrive) and make sure you are signing in with the same account you used to set up sync.

Note: if you are not being asked to sign-in to OneDrive (or another cloud service) and getting a sync error, it may be that your browser was previously signed-in with a different account. If so, you might need to first sign out of any account from your default browser or yoru mobile device and try again. You can also try clearing your browser cache.


Error saying your password is incorrect:

If you are getting an error saying your authentication password is incorrect, verify you correctly entered the correct password. The passwored is your most recently synced password. I.e., enter the password you had set at the time you LAST SYNCED your enpass data to the cloud from any device. If you very recently changed your authentication password while your device was offline or otherwise could not properly finish syncing to the cloud, then your most recent password won't work if you are trying to sync data from the cloud to a new device; so, try the password you used just prior to your current one.


Problems with restoring from a local backup
--------------------------------------------
Your authentication password for a particular backup is one that you had set AT THE TIME the backup was made, and NOT the one you are currently using (if you have changed it since then).

Forgot Enpass authentication password?
---------------------------------------
This password is REQUIRED. Your data is encrypted and cannot be read without the correct password. If you forgot your password and cannot find a backup or written copy of it, you have a couple of options:

OPTION 1: Use an older backup

If you have changed your authentication password one or more times since you first started using Enapss, you may be able to use one of your previous passwords to recover some of your data. Any backups you have made at the time you were using a different password, those backups can be unlocked with password you were using at the time you made the backup.

If you remember your previous password(s) try importing an earlier backup of your enpass data and entering all of the passwords you remember using previously, one by one until, hopefully, it works. If it works, then go back and try restoring from one backup newer than it. Keep doing this until you reach the most recent backup as possible that you can unlock. The newer the backup, the more up-to-date your data is and greater the chances are of you successfully getting back into your account(s).

    ***

If you never changed your authentication password or aren't able to unlock any of the earlier backups, move on to option 2.

    ***

OPTION 2: Use Biometrics

There is a slim chance that you *MAY* be able to access your data usin biometrics--TouchID/FaceID--on your iOS (or iPadOS) device or "Windows Hello" on a PC. For this to work, you must have a device with Enpass already installed and where you have have previously synced or imported your data. You may not be able to use biometrics if you restarted your iOS (or iPadOS) device since you last used it. You WILL NOT be able to use "Windows Hello" if you restarted device since your last used Enpass.


    ~~~~


Appendix B: Activation Instruction
===================================
When you first run Enpass finish syncing your data from the cloud or restoring from local backup, you may see an activation screen asking you to activate your license for the full-version of Enpass you purchased previously. (If no previously purchased license is detected for your account and/or synced data, you may be asked to purchase one). You may skip this step if you wish and activate it later from the app's settings. 

Depending on your device, you may be required to activate Enpass before you can access all of your backed-up or synced data. If that is the case for your device and you skip the activation step during setup, you may only see a small protion of your data in Enpass until you complete that step by going to the app's settings.

Activating Enpass on Windows 10 NOT REQUIRED)
-------------------------------------------------
You do not need to purchase or activate a license to the full-version of Enpass to access all of the data stored in the cloud or local backups. You skip activaton and proceed to restoring your data from the cloud or backup.

You can activate your license of Enpass for Windows 10 later using the email address to unlock all of its full features--such as Dark Mode, Windows Hello integration, and more, Insha'Allah.

How to Activate on Windows:

Sign in to Windows or the Microsot Store (if you are not already) with the Microsoft Account you used to purchase Enpass for Windows 10 and then download Enpass from the Microsoft Store. Start Enpass and select the option to sync from the cloud or restore from local backup. When the prompt to activate Enpass appears, follow the instruction on the screen. Use the email you used for registering your full copy of Enpass. Check for a verification code sent to your email and enter it to finish activating Enpass.


Activating Enpass on iOS or iPadOS (REQUIRED)
-------------------------------------------------
Note: Enpass on iOS must be activated using both the Apple account used to purchase it (example@icloud.com) and the regestration email (someone@example.com) before it can be used.


How to Activate on iOS or iPadOS

Download Enpass Password Manager from the App Store using the Apple ID you used to purchase the app. Launch Enpass and select the option to sync your data from the cloud or restore from a local backup. When prompted to activate, choose to sign in with your Apple ID to finish activating Enpass.

If the activation fails, then the email you used to registar the license your purchased is different from the one used for your Apple ID. Enter the email you used to register your iOS license and check for the verification code sent to that email address. Enter the code to finish activating Enpass.

Activating Enpass on Android (REQUIRED)
------------------------------------------
A license to the full version of Enpass must be purchased before it can be used on an Android device to access all of your data.

How to Activate on Android

Go to the Google Play Store on an Android device or a web browser to install it. Start Enpass on your Android device and choose the option to sync your data from the cloud or restore from local backup. When prompted to purchase the full version, follow the on-screen instruction to purchase it using your Google Account and register your copy with your email address. Look for a verification code sent to your email and enter it to finish activating.

If you need to re-install Enpass or install it on a new device, do so using the same Google account you used to purchase it to actiavate that copy of Enpass without any additional charge. You may still need to enter a verification code sent to your registered email to complete reactivation or activation on the new device.


    ~~~~
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